PET'JIAMEHTDBI PABOTbI

10 3aIyCKY M OOHOBJICHUIO AHTHBMPYCHOI'0 IPOrPaMMHOI0 o0ecredeHnst

B kauecTBe uCTOUHMKA Yyrpo3 HHPOPMAITMOHHOW OE30MTACHOCTH MOKET BBICTYNATh YEIOBEK
ar00 TpyIIa JIIOAeH, a TaKKe HEKHUe, HE3aBUCALINE OT IeATEIbHOCTH YeJI0BEKa, IPOSBIICHUS.
Hcxons U3 3Toro, Bce HCTOYHUKH YTPO3 MOKHO Pa3/IeuTh HA TPU TPYIIIIbL:

o Yegoseueckuii paxkrop. /[anHas rpymnmna yrpo3 cBs3aHa ¢ ICUCTBUSAMHU YEIIOBEKA,
UMEIOILETr0 CAaHKIIMOHUPOBAHHBIN MM HECAaHKIIHOHMUPOBAHHBINA JOCTYH K HH()OpMAIIH.
VYTpo3bl 3TOM IPyIIIBI MOKHO Pa3JeiIuTh Ha:

e  GHeuwHUue, K HUIM OTHOCSTCS JEHCTBUS KHOEp-IIPECTYITHUKOB, XaKepOB, HHTEPHET-
MOIIICHHUKOB, HEJJOOPOCOBECTHBIX TAPTHEPOB, KPUMUHAIBHBIX CTPYKTYP.

e  GHYmpeHHUe, K HUM OTHOCSATCS IEUCTBUS IEpCOHANa KOMIIAHUH, a TaKKe
MOJIb30BaTeNeH JOMAITHUX KOMITbIOTEPOB. JlefCTBHSI TaHHBIX JIt0/Iel MOTYT OBITh
KAaK YMBILUIEHHBIMH, TaK U CIIy4alHbIMH.

e Texnmuecknii pakrTop. JTa rpymnmna yrpo3 cBg3aHa ¢ TEXHUYECKUMU IIpodIeMaMu —
¢duznyecKoe U MOpaIbHOE yCTapeBaHUE UCIIONIb3YIOIIErocss 000py10BaHus,
HEKa4eCTBEHHbIE MPOTrpaMMHbIE U armapaTHbIe CpecTBa 00paboTku nnpopmanmu. Bee
9TO MPHUBOJUT K 0TKa3y 000PYAOBAaHUS U 3a4acTYIO MOTepU MHPOPMAIIH.

e Cruxuiinbiii pakrop. OTa rpynmna yrpo3 BKIIOYAET B €051 NPUPOIHBIE KATAKIIU3MBbI,
CTHXUITHBIE Oe/ICTBUS U Ipoure Gopc-MaKOpHBIE 00CTOATENBCTBA, HE3aBUCSIIINE OT
JESATEIILHOCTH JIFOJIEH.

Bce Tpu nctouHMKa yrpo3 Heo0X0AUMO 00s13aTeIbHO YUUTHIBATh MPU pa3pab0TKe CUCTEMBI
3aIUTHl HHOOPMAITMOHHOM 0€30MMaCHOCTH.

Pa3BuTHE COBpEMEHHBIX KOMITBIOTEPHBIX TEXHOJIOTUN U CPEACTB CBSI3U AAE€T BO3MOKHOCTh
3JIOYMBIIIJIEHHUKAM MCIOJIb30BaTh PA3JIMYHbIE HCTOYHUKH PACIIPOCTPAHEHUS YIpo3.
PaccMmoTpum ux noapoGHee:

HNurepHer

['mob6anbHas ceth IHTEpHET yHUKAIbHA TEM, YTO HE SIBIIAECTCS YbeH-TO COOCTBEHHOCTHIO U HE
UMEET TEPPUTOPHAIIBHBIX TPAHUL]. DTO BO MHOTOM CIIOCOOCTBYET Pa3BUTHIO MHOTOYHCICHHBIX
BeO-pecypcoB u 0oMeHy uHdpopmarueil. Ceituac 1000 4eT0BEK MOXKET MOIYIUTh JOCTYII K
JaHHBIM, XpaHsmuMcs B IHTepHeTe, WiIu co31aTh CBOM COOCTBEHHBIN BeO-pecypcC.

OpnHako 3TH k€ 0COOEHHOCTH II100aNbHOM CETH MPEIOCTABIIAIOT 3JI0YMBIIIJIEHHUKAM
BO3MOXKHOCTh COBEPIIICHUS MpecTyIieHni B IHTepHeTe, Ipu 3TOM 3aTpyAHS X OOHapyKeHHe

1 HaKa3aHHC.



370yMBIIIJICHHUKH Pa3MelaloT BUPYCHI U IpyTHe BPEJOHOCHBIE IPOrpaMMbI Ha BeO-pecypcax,
"MacKUpYIOT" UX TMOJ MOJIE3HOE U OeCIuIaTHOe MporpaMMHoe obecrieuenue. Kpome Toro,
CKpPHUITHI, aBTOMAaTUYECKH 3aIIyCKAEMBbIE IIPU OTKPHITHUH BEO-CTPAHULIbI, MOTYT BBIIIOJIHSATH
BPEIOHOCHBIE JICHCTBUS Ha BallleM KOMIIBIOTEPE, BKIIIOYAsi M3MEHEHNE CUCTEMHOTO PEecTpa,
KpaKy JMUYHBIX JaHHBIX U YCTAHOBKY BPEIOHOCHOI'O IIPOrPAMMHOT0 00€CIIeueHHMs.

Hcnomnp3ys ceTeBble TEXHOJIOTUH, 3JI0YMBILUIEHHUKH PEAIN3YIOT aTaKy Ha YAAJIE€HHbIE YaCTHBIE
KOMIIBIOTEPHI U CEpBepa KOMITaHUN. Pe3yIbTaTOM TaKUX aTak MOXET SIBJISIThCS BBIBEJICHUE
pecypca U3 cTposi, oJIydeHHe MOJHOI0 AOCTYIA K pecypcey, a, CIeJ0BaTeNIbHO, K HH(pOpMaLny,
XpaHs;IIEeMCsl Ha HEM, UCIIO0JIb30BaHUE pecypca Kak 4acTH 30MOU-CeTH.

B cBsi3u ¢ nosiBIeHNEM KPEIUTHBIX KapT, 3JIEKTPOHHBIX JEHET U BO3MOYKHOCTBIO UX
UCI0JIb30BaHus yepe3 HTepHeT (MHTepHEeT-Mara3uHbl, ayKIMOHBI, IEPCOHAIbHBIEC CTPAHULIBI
0aHKOB U T.J1.) MHTEPHET-MOILIEHHUYECTBO CTAJI0 OJHUM U3 HauboJiee pacrpoCTpaHEeHHbIX
IIPECTYILJICHUM.

Hurpaner

WHTpaHeT — 3TO BHYTPEHHSS CETh, CIIEUAFHO pa3paboTaHHas 11 yIpaBiIeHus: HHPpOpMaIuei
BHYTPU KOMIIaHUH WUJIM, HAIIPUMED, YaCTHOW JOMAaIIHEN ceTu. IHTpaHeT sBIIAETCS €IUHBIM
IPOCTPAHCTBOM JUIsl XpaHEHHUs, 0OMEHa M JOCTyIa K MH(GOpMaIUK I BCeX KOMIIbIOTEPOB CETH.
[TosTOMYy, eciu Kakoi-1100 U3 KOMITBIOTEPOB CETH 3apPayKEeH, OCTAIBHBIE KOMITBIOTEPHI
[IOJIBEPIalOTCsl OTPOMHOMY PUCKY 3apakeHus. Bo n30exaHne BOSHUKHOBEHUSI TAKUX CUTYallUi
HE00X0/IMMO 3alUIIATh HE TOJIBKO EPUMETP CETH, HO U KaXKIbI OTIEIbHBIN KOMIIBIOTED.
DJIEKTPOHHAs 1OYTA

Hanunure noyToBBIX NPUIIOKEHUH TPAKTUYECKH Ha KaX10M KOMIIBIOTEPE, a TAKXKE TO, YTO
BPEIOHOCHBIE MPOTrPaMMbl IOJTHOCTHIO UCIIOJIB3YIOT COEP)KUMOE 3JIEKTPOHHBIX aJAPECHBIX KHUT
JUIS BBISIBIICHHS HOBBIX JKEPTB, 0OecreunBaeT O1aronpusTHhIE YCIOBUS IS paCpOCTPAHEHUS
BPENOHOCHBIX ITporpaMM. Ilosp30Barens 3apaXxe€HHOrO0 KOMIIBIOTEPA, CaM TOrO HE TI0JI03peBasl,
pacchlIaeT 3apakeHHbIE MIChbMa aJipecaraM, KOTOpbIE B CBOIO OYEepPE/Ib OTIPABIISAIOT HOBbIE
3apakeHHbIe MHcbMa U T.1. Hepenku cimydan, korza 3apakeHHbIN Qailyi-qoOKyMeHT 0 IpUYrHE
HEI0CMOTpA MONaIaeT B CHUCKU PAaCChUIKM KOMMEpPUECKOH nH(popMaly Kakoi-mnbo KpymHoi
KOMIaHuU. B 3TOM cityyae cTpajgaroT He ITh, & COTHU WIIM JAaXKe ThICAYM a0OHEHTOB TaKHX
pPacchbUIOK, KOTOPBIE 3aT€M Pa30ILIIOT 3apa’keHHbIe (DaliiIbl AecsITKaM ThICSTYaM CBOUX
aOOHEHTOB.

[ToMuMO yrpo3bl MPOHUKHOBEHHUS BPEJJOHOCHBIX MPOTPaMM CYIIECTBYIOT IPpoOIeMa BHEIIHEH
HE)KEJIaTeJIbHOM MOYTHI PEKJIAMHOT0 XapakTepa (cnama). He siBisisicb HCTOUHUKOM IPSIMOM

YI'pO35bI, HEXEIATCIbHAA KOPPECCIIOHACHIMA YBEJINYNBACT HAIPY3KYy HA IMMOYTOBEIC CEPBEPA,



CO3/a€eT JAOMOJHUTENbHBIN TpaduK, 3aCOpsIET MOYTOBBIN AMIMK MOJIH30BATENs, BEAET K IMOTEPE
pabouero BpeMEeHH U TeM CaMbIM HaHOCUT 3HAUUTEIbHBIN (PMHAHCOBBIN YPOH.

Taxxe BaxXHO OTMCTUTD, YTO 3JIOYMBIIIVICHHUKH CTAJIU UCII0JIb30BATh TaK HA3bIBACMBIC
craMepCcKHe TeXHOJIOTHH MacCOBOTO PACIpPOCTPAaHEHUSI U METO bl COLIMATLHOTO NHKUHUPUHTA,
YTOOBI 3aCTABUTH IOJIB30BATENSI OTKPBITH MUCHMO, IEPEUTH MO CCHUIKE U3 MMChMa Ha HEKUIl
WHTEPHET-pecypc U T.1. 13 3TOro cnemyer, 4To BO3MOKHOCTH (PUITBTPALIUY ClIaMa BaKHBI HE
TOJIBKO CaMHU I10 ce6e, HO U 114 HpOTI/IBOI[efICTBI/IH HCKOTOPLIM HOBBIM BUAdM MHTCPHCT-
MOILIEHHUYECTBA (HampuMmep, (GUITUHTY), a TAKXKe PACHPOCTPAHEHUIO BPEIOHOCHBIX MTPOrPaMM.
CbeMHbIe HOCUTEIH HHPOpMaAIIU U

Cwemuble HOcUTENMH — qUckeTbl, CD-aucku, ¢uent-kapTsl — MIUPOKO HCIIONB3YIOTCS IS
XpaHEeHH U Tepeiaud HHPOpMaLnu.

[Tpu 3amycke (aiina, comepikaiero BpeI0HOCHBIN KO/, CO CbeMHOT'O HOCUTEIS BBl MOYKETE
MOBPEIUTH IaHHBIC, XpaHSIIHecs Ha BallleM KOMITbIOTEepe, a TAK)Ke PacIpOCTPAHUTh BUPYC Ha

APYyruc 1MCKU KOMIIBIOTEpA UJIIM KOMIIBIOTCPBI CCTH.

Buasbl yrpos.

Yepeu (Worms)

I[aHHaH KaTeropusda BpCAOHOCHBIX MIpOorpaMm IJid paCipoOCTpaHCHUA UCII0JIbB3YCT B OCHOBHOM
ySI3BUMOCTH OTNEPAlIMOHHBIX crcTeM. Ha3zBaHue 3Toro kiacca ObLI0 JaHO UCXOS U3
CIIOCOOHOCTH uepBeil "mepenon3aTs” ¢ KOMIbIOTEPA HA KOMITBIOTED, UCTIOIB3YsI CETH,
AJIEKTPOHHYIO MOYTY U Apyrue HHGOpMaIlMOHHbIe KaHabl. Takxke Omarogapsi STOMy MHOTHE
YepBU 00JIaAaI0T JOCTATOUYHO BBEICOKOW CKOPOCTBIO PACIIPOCTPAHECHUSI.

YepBU NIPOHUKAIOT HA KOMIIBIOTED, BEIYUCISIOT CETEBBIE aJIpeca IPYTrUX KOMIIBIOTEPOB U
pacchUTalOT MO 3TUM ajjpecaM CBOM Komuu. [IoMHMO ceTeBhIX apecoB 4acTO UCIONb3YIOTCS
JaHHBIC aZIPGCHOI\/'I KHUT'U ITOYTOBBIX KIIMCHTOB. HpeZ[CTaBI/ITCJ'II/I 9TOro0 Kjiacca BpCAOHOCHBIX
MporpamMm MHOT/Ia Co37at0T pabouue Ghaiibl Ha JUCKaX CUCTEMBI, HO MOTYT BOOOIIE HE
oOpartaThecs K pecypcaM KOMITbIOTepa (3a UCKIIIOUEHUEM ONIEPATUBHOMN MaMSITH).

Bupycwer (Viruses)

[Iporpammbl, KOTOPBIE 3apAXKAIOT IPYTHE MIPOTrpaMMBbl — TOOABIISIFOT B HUX CBOM KOJI, YTOOBI
TIOJTYYHTh yIIPaBIICHHUE MTPH 3aITyCKe 3apaKeHHBIX (DaiIoB. DTO MPOCTOE ONPEIEIICHUE TaeT
BO3MOXKHOCTH BBISIBUTH OCHOBHOE JICWCTBUE, BBITIOJIHAEMOE BUPYCOM — 3apadiceHue.
Tpoanuckue npozpammel (Trojans)

HpOTpaMMBI, KOTOPBIC BEIIMMOJHAIOT Ha MMOPAKAaCMbIX KOMITIBIOTEPAX HECAHKIIMOHUPOBAHHBLIC
MIOJIb30BATEJIEM JACHUCTBUS, T.€. B 3aBUCIMOCTH OT KaKHX-JIMOO YCIIOBHH YHHUTOXKAIOT

UH(POPMALIMIO Ha TUCKaX, IPUBOJIAT CUCTEMY K "3aBUCAHMIO", BOPYIOT KOH(UICHINAIBHYIO



uH(popMalio 1 T.11. JlaHHBIH Ki1acc BPeIOHOCHBIX IPOrpaMM He SIBJISIETCS BUPYCOM B
TPaIUIIMOHHOM TOHUMAaHUU 3TOTO TEPMHUHA (T.€. HE 3apa)kaeT Jpyrue MporpaMMbl WK JaHHEIE);
TPOSIHCKHE MTPOTPAMMEBI HE CITOCOOHBI CAMOCTOSITEIBHO TIPOHUKATH HA KOMITBIOTEPHI U
pPacpOCTPaHSIIOTCS 3T0YMBIIUICHHUKAMHU 110 BUJIOM "TIOJIE3HOT0" MPOrpaMMHOT0 00eCIIeUeHUsI.
[Tpu 5TOM Bpes, HAHOCUMBIN UMH, MO>KET BO MHOT'O Pa3 MPEBBIIIATh TOTEPH OT TPATULIMOHHON
BUPYCHOM aTaKw.

B nocnennee BpeMs Haubosee pacpoCTpaHEHHBIMH TUIIAMU BPEIOHOCHBIX IIPOTPaMM,
MOPTAIIMMH KOMITBIOTEPHBIE JaHHbIE, CTAIH YepBH. Jlasee Mo pacnpocTpaHEHHOCTH CIEAYIOT
BUPYCHI U TPOSIHCKHE MTporpaMMbl. HekoTopbie BpeJOHOCHBIE IPOrpaMMbl COBMEILIAIOT B cede
XapaKTEPUCTHUKH JIBYX HIIU JIaXKe TPEX U3 MEPEUNCICHHBIX BBIIIC KIIACCOB.
Ilpozpammut-pexnamut (Adware)

[TporpamMMmHBIii koJ1, 6€3 BeloMa MoJIb30BaTeNs BKIOUEHHBIN B TPOrpaMMHOE 0OecriedeHue ¢
[ENbI0 IEMOHCTPAIIUH PEeKJIaMHBIX 00BsBIeHMH. Kak nmpaBuio, mporpaMmbI-peKiaMbl BCTPOEHBI
B IIpOrpaMMHOE oOecTieueHne, pacpocTpansmoneecs oecriatHo. Pexinama pacronaraercs B
pabodem uHTEpdeiice. 3a4acTyro JaHHBIC TPOrPAMMBI TAK)KE COOUPAIOT U MEPEIPABIISIIOT
CBOEMY Pa3pabOTUUKy MEPCOHATBHYIO HH(POPMAIIHIO O MOJIL30BaTENe, U3MEHSIOT Pa3InuHbIe
napaMmeTpsl Opay3epa (CTapTOBbIE U MOUCKOBBIE CTPAHUIIBI, YPOBHU OE30MACHOCTH U T.J1.), a
TaK)Ke CO3/Ial0T HEKOHTPOJIMPYEMBI MMoIb30BaTesieM Tpaduk. Bee 3To MOKeT mpUBECTH KaK K
HAPYIICHUIO MMOJIMTUKH O0€30TIACHOCTH, TaK U K MPSMBIM (DMHAHCOBBIM TIOTEPSIM.
Ilpozpammut-winuonwvt (Spyware)

[TporpamMmmMHoOe obecrieueHue, MO3BOIISIOIIEe COOMPATh CBEEHUS 00 OTIENBHO B3ITOM
MOJIH30BAaTENIE WJIM OpraHu3aiuu 6e3 ux segoMa. O HATMYUK IPOTPAMM-IIITTHOHOB HA CBOEM
KOMITBIOTEPE BBl MOYKETE M HE J0TabIBaThCcs. Kak mpaBmiio, 1eIbo IporpaMM-IITiOHOB
SIBIISICTCS:

e OTCJIeKUBAHUE JCUCTBUI MOIB30BATENsI HA KOMIIBIOTEPE;

e cOop uHpOpMaIUU O COJIEPKaHUU KECTKOTO JUCKA; B ’TOM CIIY4aeT Yallle BCEro peyb
UJET O CKAHUPOBAHUH HEKOTOPBIX KaTAJIOTOB U CUCTEMHOT'O PEECTPa C LETbIO
COCTaBJICHUS CIHCKa MPOTPAMMHOT0 00eCreYeH s, yCTAaHOBICHHOTO Ha KOMITbIOTEPE;

e cOop uHpOpMAIIUU O KAYECTBE CBA3HU, CIIOCOOE MOJIKIIFOUEHUS, CKOPOCTH MOJIeMa U T.I.

Ilomenyuansvno onacnsie npunoxcenus (Riskware)

[TporpaMmmMHoOe obecrieueHre, KOTOpOe HE UMEET KaKoi-TnO0 BPpeTOHOCHON (PYHKIIMH, HO MOXKET
OBITH UCTIOJB30BAHO 3JIOYMBINIICHHHKAMHU B KA4€CTBE BCIIOMOTATEIbLHBIX KOMITOHEHTOB
BPEIOHOCHOH MPOTrpamMMBbl, TOCKOJIBKY COAEPKUT Opeitu 1 omuOku. [Ipy HEKOTOPBIX YCIOBHSIX
HaJIMYUE TAKUX MPOrpaMM Ha KOMIThIOTEpE TOIBEpPraeT Ballld JaHHbIE pucKy. K Takum

mporpamMmam OTHOCATCA, HAIPUMEP, HCKOTOPBIC YTHIINTLI YIJAJICHHOTO aAMUHHUCTPHUPOBAHNA,



MPOTPaMMbl aBTOMATHYECKOTO MEPEKITIOUCHUS pacKiIaaku kinaBuarypsl, IRC-knuentsi, FTP-
cepBepa, BCEBO3MOXKHbIE YTUIIMTHI I OCTAHOBKH MPOLIECCOB MIIN CKPBITUS UX PAOOTHI.

E1e oHUM BUJIOM BPEAOHOCHBIX ITPOTPAMM, SIBJISIOLIMMCS IOINPAaHUYHBIM JIJIS TAKUX [IPOTrPAMM
kak Adware, Spyware u Riskware, BISIOTCS IpOrpaMMBbl, BCTPAaUBAOLIUECS B YCTAaHOBJICHHBIH
Ha KOMIIbIOTepe Opay3ep U IepeHanpasisonye Tpapuk.

Ilpozpammor-uiymxu (Jokes)

[TporpamMHoe oOecnieueHue, He MPUYUHSIIONIEE KOMITBIOTEPY KaKOTro-1100 IpsMOro Bpesa, HO
BBIBOZSILIEE COOOILEHHS O TOM, YTO TaKOH BpeJ y>Ke MPUYHUHEH, 1100 OyaeT NpUYMHEH IpU
KaKMX-TM00 ycnoBusX. Takue mporpaMMsl 4acTo MpeaynpexkaatoT I0ab30BaATENs O
HECYILECTBYIOIIECH OMaCHOCTH, HAIIPHUMEP, BBIBOAT COOOIIECHHS O (POPMAaTHPOBAHUHU AUCKA
(x0Ts1 HUKAKOro (h)OpMaTHPOBAHUS HA CAMOM JIeJI€ HE IPOUCXONT), OOHAPYKUBAIOT BUPYCHI B
He3apaXeHHbIX ¢ailnax u T.1.

Ipozpammur-mackuposuwguxku (Rootkit)

Y TUIUTHI, UCIIOJIb3YEMBIE ISl COKPBITUS BPEIOHOCHON aKTUBHOCTU. OHU MacKUpPyIOT
BPEIOHOCHBIE NIPOrpaMMBbl, YTOOBI U30€KaTh X OOHAPYKEHHSI AHTUBUPYCHBIMH IIPOrpaMMaMH.
ITporpaMMbI-MacKUpPOBIIMKH MOAU(DUIIMPYIOT ONEPALIMOHHYIO CUCTEMY HAa KOMIIBIOTEPE U
3aMEHSTh OCHOBHBIE €€ (DYHKIIMHU, UTOOBI CKPBITh CBOE COOCTBEHHOE NPUCYTCTBUE U JeHCTBUS,
KOTOpBIE MTPEANPUHUMAET 3JI0YMBIIIJIEHHUK Ha 3apaXK€HHOM KOMIIBIOTEPE.

Ilpouue onacnvie npozpammol

ITporpammsl, co3nanHble A opranusanuu DoS-atak Ha ynaneHHbIE cEpBepa, B3JI0Ma APYTUX
KOMITBIOTEPOB, a TaKXKe SBISAIOIIMECS YaCThIO Cpe/ibl pa3padOTKK BPEJOHOCHOTO MPOrPaMMHOI0
obecneuenusd. K takum nmporpamMmmam otHocsiTest Xxakepekue yruinntsl (Hack Tools),
KOHCTPYKTOPBI BUPYCOB, CKaHEPHhI YA3BUMOCTEN, IPOrpaMMBI JUIsl B3J10Ma HapoJiel, mpodne
BU/IbI ITPOIPaMM JJIsl B3JIOMa CETEBBIX PECYPCOB MUJIM POHUKHOBEHMSI B aTAKYEMYIO CUCTEMY.
Xakepckue aTaku

Xakepckue aTaku — 3TO JEHCTBUS 3710YMBIIIEHHUKOB WM BPEAOHOCHBIX IIPOrPAMM,
HaIpaBJIEHHbIE HA 3aXBaT UH(MOPMAIIMOHHBIX JaHHBIX YJAJIEHHOIO KOMIIBIOTEPA, BHIBEICHNE

CHUCTCMBI U3 CTPOS UJIHU IMOJTYYCHHUE ITOJTHOTO KOHTPOJIA HaZl peCypCaMUu KOMIIBIOTEPA.

HGKOTOpLIe BH/Ibl HHTCPHECT-MOIICHHUYIECCTBA

@uuune (Phishing) — Bux HHTEpHET-MOIIEHHUYECTBA, 3aKITIOYAIONIUICS B PACCHIIKE
AIIEKTPOHHBIX COOOIIEHUH C IeNIbI0 KpaXKu KOHPHIEHIIMAIbHON HHPOPMAINH, KaK MPaBUJIO,
¢uHaHCcOBOrO Xapakrepa. OUITMHI-COOOIIEHUS COCTABIISAIOTCS TAKUM 00pa3oM, YTOObI
MaKCHUMaJIbHO OXOUTh Ha HH(OPMAIIMOHHBIE MTHUChMa OT OAHKOBCKHUX CTPYKTYP, KOMITAaHHH

HN3BCCTHBIX 6pCH)10B. IIucema COACPKAT CChIJIKY Ha 3aBEAOMO JIOXKHBIH CaI>'IT, CIiIcnuaJIbHO



MOATOTOBJICHHBIN 3JI0YMBITUICHHUKAMH U SBJISTFOIIMIICS KOTIMEH caliTa OpraHU3aIuy, OT STKOOBI
MMEHHU KOTOPOM NpUILIO MUChbMO. Ha JaHHOM caiiTe moJIb30BATEINIO MPEAJIaracTCsl BBECTH,
HaIIpUMep, HOMEP CBOCH KPEIUTHOM KapThl U APYTYIO KOHPHUACHIIUATHHYIO HH()OPMAIIHIO.
/lo360n na niammuvie unmepHem-pecypcobt — BUJi THTEPHET-MOLICHHUYECTBA, CBSI3aAHHBIN C
HECaHKITMOHMPOBAHHBIM UCITOJIb30BAaHUEM IIJIATHBIX HHTEPHET-PECYPCOB (UaIle BCEro 3To BeO-
CaiTBl TOPHOTPAPUIECKOTO COJIEPKAHUs). Y CTAHOBIICHHBIC 3JI0YMBINIJICHHUKAMU TPOTPaMMBbI
(dialers) ”HUIMUPYIOT MOJIEMHOE COEIMHEHHE C BAIlIEro KOMITBIOTEpA Ha IUIaTHRIA HOoMep. Yare
BCET'0 MCIOJb3yeMble HOMEPAa UMEIOT OYEHb BBICOKHE TapU(bl, B pe3yJIbTaTe MOJIb30BATETh
BBIHYJKJICH OTUTAYMBAaTh OTPOMHBIC TeIe(POHHBIC CUETA.

Haegazuuean pexnama

Hapsi3unBast pexiiama — 3TO BCIUIBIBAIOIINE OKHA U PEKJIAMHBIE OaHHEPHI, OTKPBIBAIOIIHUECS TIPH
pabote ¢ BeO-caiitamu. Kak npaBuino, nHhopmarus, coepikaiasics B HUX, He ObIBaeT MOJIC3HOM.
JleMoHCTpaIus BCIUIBIBAIOIIUX OKOH U OAaHHEPOB OTBIIEKACT IMOJIb30BaTElIsl OT OCHOBHBIX 3a/ad,
yBeIU4YMBaeT 00beM Tpaduka.

Cnam (Spam)

Cnam — 3TO aHOHMMHasl MacCOBasi pacChUIKa HEXeIaTeIbHBIX TTOYTOBBIX cooOIeHui. Tak,
CIIAaMOM SIBJIAIOTCS PACCHUIKU PEKJIAMHOTO, TOJIMTHYECKOT0 ¥ arMTallMOHHOI'O XapaKTepa,
MUChMa, MPU3BIBAIONINE IIOMOYb KOMY-HUOYIb. OTIEIBHYIO KATETOPHUIO CIIaMa COCTABJISTFOT
MKMCHbMa C MPEIIOKEHUSIMUA OOHATMYUTD OOJIBIIYIO CYMMY JIEHET HJIM BOBJICKAIOIIUE B
(dbuHaHCOBBIE MUPAMUJIBL, a TAKXKE MIUChMa, HAIIPABJICHHBIE HAa KPaXky MapoJield 1 HOMEPOB
KPEAUTHBIX KapT, MHChMa C MPOCh0O0il mepeciaTh 3HAKOMBIM (HallpuMep, MHChbMa CYacThsl) U

T. . CriaM CyIIecTBEHHO YBEJIMYUBAET HArPYy3Ky Ha MOYTOBBIE CEPBEPa U MOBBIMIAET PUCK

oTepu MHPOPMAIMH, BaXKHOU IS [TOJIb30BATES.

IpusHaku 3apaxeHust
EcTb psi npu3HakoB, CBUAETENbCTBYIOIUX O 3apakeHUH KoMIbioTepa. Eciiu Bbl 3amedaere, 4To
C KOMIIBIOTEPOM MPOUCXOAAT "cTpaHHbIE" BEIU, & UMEHHO:
e Ha DKpaH BBIBOJATCS HENPELyCMOTPEHHbIE COOOLIEHUS, N300pakeHus 1100
BOCIIPOU3BOSATCS HEMPENyCMOTPEHHbBIE 3BYKOBbIE CUTHAIIBI;
e HEOXHJIAaHHO OTKphIBaeTCs U 3akpbiBaeTcs JoTok CD/DVD-ROM-ycTpoiicTBa;
e TIPOM3BOJILHO, 0€3 BAIIETO YYaCTHs, HAa BallleM KOMITBIOTEPE 3aITyCKAIOTCS KaKkne-Inoo
IPOTPaMMBEI,
e HA 3KpaH BBIBOJATCS MPENYNPEKICHUS O MOMBITKE KAKOK-JINO0 U3 MPOrpaMM Ballero

KOMIIBIOTCPA BBIMTH B HUHTCPHET, XOTA Bbl HUKAK HC MHUIITUHUPOBAJIN TAKOC €€ ITOBCICHUC,



TO, C OOJIBIION CTENEHBIO BEPOSATHOCTH, MOKHO IPEATNOI0KUTh, YTO Balll KOMIIBIOTEP NOPAXKEH
BUPYCOM.
Kpome Toro, ecTb HEKOTOpbIe XapaKTepHbIe IPU3HAKK NOPAKEHHSI BUPYCOM Yepe3 IMOUTY:
e JIpy3bs I 3HAKOMBIE TOBOPSAT BaM O COOOLIEHUSIX OT Bac, KOTOPbIE BbI HE OTIIPABIISIIN;
e B BAIlIeM [IOYTOBOM SIIMKE HAXOAUTCS OO0JIBIIOE KOJIMUYECTBO cOOOIIEeHUI 0e3 00paTHOro
ajipeca ¥ 3aroJjioBKa.
Cremyer OTMETHUTD, UTO HE BCETIa TAKHE MIPU3HAKH BBI3BIBAIOTCS IIPUCYTCTBUEM BHPYCOB.
WMHorna oHu MOryT OBITh CIIECTBUEM Apyrux npuuuH. Hanpumep, B ciaydae ¢ modroi
3apa)KeHHbIE COOOILEHHSI MOTYT PACChLIAThCs C BalIUM OOpaTHBIM aJpecoM, HO HE C Ballero
KOMITBIOTEPA.
EcTb Taxke KOCBEHHbIE TPU3HAKH 3apa’KEHHsI BALLIETO KOMIIbIOTEpa:
e YacThle 3aBUCAHMS U cOOM B pabOTe KOMIIBIOTEPA;
e MeJIeHHas paboTa KOMIIBIOTEpPA IPH 3aIyCKe MPOrpamMm;
e HEBO3MOXXHOCTb 3arpy3KH OIEPAMOHHON CHCTEMBI;
e HCYE3HOBEHHE (hAIIIOB M KaTAIIOTOB MJIM UCKAXEHUE MX COACPKUMOTO;
e yacToe oOpalleHHe K )KeCTKOMY ITUCKY (4aCTO MUTaeT JaMIIOuKa Ha CUCTEMHOM OJI0Ke);
e BeO-Opaysep (Hanpumep, Microsoft Internet Explorer) "3aBucaer" unu Benet ceds
HEOKUJaHHBIM 00pa3oM (HampuMep, OKHO IMPOrpaMMbl HEBO3MOKHO 3aKPBITh).
B 90% ciyuaeB HanmmunMe KOCBEHHBIX CHMIITOMOB BBI3BaHO COOEM B allapaTHOM HJIH

MporpaMMHOM o0ecreyeHu .

Yro nesaTh NPH HAJIUYUM NPU3HAKOB 3apasKeHU s
Ecnu BbI 3ameTHiy, 4TO Balll KOMIBIOTED "BeAET cedsl MOJ03pUTENBHO",

1. OtkiIr0uuTE KOMIBIOTEP OT MHTEPHETA U JIOKATHHON CETH, €CJIU OH K Hel ObLI
TIOTKJTFOYEH.

2. Ecaum cuMIitom 3apa)keHusi COCTOHT B TOM, YTO BBl HE MOXKETE 3arPy3UTHCS C )KECTKOTO
JUCKa KOMIBbIOTEpa (KOMIBIOTEP BBIAAET OMIMOKY, KOT/Ia BBl €T0 BKIIIOYAETE),
nonpoOyiiTe 3arpy3uThes B PEKUME 3alIUTHI OT COOEB UITU C TUCKA aBAPUITHOMN 3arpy3Ku
Microsoft Windows, KOTOpBbIii BbI CO3/1aBaJId NPU YCTAHOBKE OMEPAIIMOHHON CUCTEMBI Ha
KOMITBIOTEP.

3. Ilpexnae yem npeAnpuHUMATEH KaKue-THOO0 NeWCTBHUS, COXPAHUTE PE3yIbTaThl Balleh
paboThl HA BHEIIHUN HOcUTeNb (quckery, CD-nuck, duiem-kapty u mp.).

4. VYCTaHOBUTE aHTHBHPYCHYIO TIPOTPaMMYy, €CJTH BBl ATOTO €IIe He C/Ieallu.

5. OOHOBHUTE CUTHATYPY yIpO3 MporpaMMbl. Eciii 3TO BO3MOXKHO, I UX TIOTyYCHUSI

BBIXOUTC B HHTCPHET HEC CO CBOCI'O KOMIIBKOTEPA, 4 C HE3APAKCHHOT'O KOMIILIOTCPA



npy3ei, naTepHeT-Kade, ¢ padboTsl. Jlydiiie BOCIOIb30BaTHCS APYTrUM KOMIIBIOTEPOM,
MOCKOJIBKY NP NOJKIIOYEHUH K MHTEPHETY C 3apaXKEHHOI'O0 KOMIIBIOTEPA €CTh
BEPOSTHOCTH OTIIPABKU BUPYCOM BaYKHOW MH(POPMALIUH 3II0YMBIIUICHHHUKAM WJIH
pacrnpocTpaHeHHs BUpYyca 10 aJipecam Balllel aipecHO KHUTU. VIMEHHO MO3TOMY Mpu
MOJI03PEHHUH Ha 3apa’kKeHHe JIy4llle BCETO Cpa3y OTKIIIOUUTHCS OT MHTEPHETA.

6. 3amycTuTe MOJTHYIO TPOBEPKY KOMITBIOTEPA

IIpoduinakruka 3apaxxkeHus
Huxkakue caMmble Ha/le)KHbIE U Pa3yMHbIE MEPBI HE CMOT'YT 00€CIIEYUTh CTOIPOLIEHTHYIO 3aLIUTY
OT KOMIIbIOTEPHBIX BUPYCOB U TPOSHCKUX IIPOrpamMM, HO, BBIpaOOTaB 1is ceOs psJ MpaBuil, Bbl
CYILECTBEHHO CHU3UTE BEPOSATHOCTh BUPYCHOM aTaku U CTENEHb BO3MOYKHOIO yIepoa.
OpmHUM U3 OCHOBHBIX METO/IOB OOpHOBI C BUPYCaMH SIBIISIETCS CBOCBPEMEHHAS NPODUIAKMUKA.
KomnbrotepHas npopuiiakTuKa COCTOUT U3 HEOOJIBIIOr0 KOJIMYECTBa MPaBmil, COOJII0ICHHUE
KOTOPBIX 3HAYUTEJILHO CHIDXKAET BEPOATHOCTh 3apaXKEHUSI BUPYCOM U OTEPU KaKUX-JINOO
JTAaHHBIX.
Huxe nepeunciensl OCHOBHBIE MpaBuiia 6€301aCHOCTH, BHIIIOJHEHUE KOTOPHIX [TO3BOJIUT
n30eraTb BUPYCHBIX aTak.
IIpaBuio Ne 1: 3awyumume xomnviomep ¢ NOMOWBIO AHMUBUPYCHBIX NPOZPAMM U NPOSPAMM
bezonacHotl pabomwl 6 unmepreme. J1ns 3TOr0:
e be3ornararenbHO yCTaHOBUTE aHTUBUPYCHYIO IIPOrPAMMY.
o PerynsapHo oGHOBISITE CUTHATYPHI YTPO3, BXOJIAIINE B COCTAB IPOrPaMMBbI.
IIpaBuio Ne 2: 6yovme ocmopodchsl npu 3anucu HO8bIX OAHHBIX HA KOMNbIOMED:
o [IlIpoBepsiiTe Ha MPUCYTCTBUE BUPYCOB BCE ChbeMHbIE TUCKHU (auckeTsl, CD-aucku, diemn-
KapThl U TIp.) Mepe UX UCTIOIb30BaHUEM.
e OcTOpoXHO OOpalnaiTech ¢ MOYTOBBIMU cooOIeHussMH. He 3amyckaiite HUKakux
(aiinoB, NpUIIeIINX 110 TOYTE, €CJIU Bbl HE YBEPEHBI, YTO OHU JEHCTBUTEIHHO JOJKHBI
OBLIM MPUITH K BaM, JaK€ €CJIM OHU OTIPABIIEHBI BATUMHU 3HAKOMBIMHU.
e BnumarensHO OTHOCHTECH K MHPOpPMAIMH, NTOTy4aeMoil u3 uHTepHeTa. Ecnu ¢ kakoro-
1100 BeO-caliTa BaM MpeaaraeTcs ycTaHOBUTh HOBYIO IIPOrpaMMy, 00OpaTUTe BHUMaHKE
Ha HaJIM4yHe y Hee cepTu(dukara 6€30MacHOCTH.
o Ecnu BBl KOnupyeTe U3 UHTEPHETA WM JIOKAJIIbHOM CeTH UCTIONMHAEMBIN (haiin,
00s3aTeNbHO MPOBEPHTE €T0 C MOMOUILI0 AaHTUBUPYCHOU MTPOrPaMMBI.
o BHumarenbHO OTHOCHTECH K BEIOOPY MOCEIIAEMBIX BAMU HHTEPHET-PECYPCOB.

HCKOTOpLIC U3 CalTOB 3apa’XCHbI OIMMACHBIMU CKPUIIT-BUPYCAMU UJIN HHTCPHET-UYCPBAMMU.



IpaBuino Ne 3: nonvsytimecs cepeucom Windows Update u perynasipHO yCTaHaBIIMBAMUTE
O0OHOBIICHHS OTepannoHHOM cuctembl Microsoft Windows.
IpaBuio Ned: noxynaiime oucmpubymugnvie Konuu npocpammHo20 obecnedeHus y
ouyuanbHLIX NPOOABYOS.
IpaBuio Ne 5: oepanuuvme xpye nooetl, 0onyujeHHvIX K pabome Ha 8auem KOMnblomepe.
IIpaBuiio Ne 6: ymenvuiume puck HenpusmHuix ROC1E0CMEUL BO3MONCHO20 3APAHCEHUSL

o (CBOEBPEMEHHO JieaiiTe pe3epBHOE KOIMPOBAHUE IaHHBIX.

o Co3spaiiTe AUCK aBapUHHOTO BOCCTAHOBIIEHUS, C KOTOPOTO IIPU HEOOXOJUMOCTH MOKHO

OyJIIeT 3arpy3uThCs, UCIOJIB3Ys "YUCTYIO" ONepallMOHHYIO CUCTEMY.

IIpasuio Ne 7: pecynapro npocmampusaiime cnucox yCmaHo81eHHbIX NPOSPAMM HA 8aulEM
Komnviomepe. [{jst 3TOro Bbl MOYKETE BOCIIOJIb30BAThCS IYHKTOM Y CTAHOBKA/y/AaJIeHUe
nporpamm B [laHe/ I HHCTPYMEHTOB WU MPOCTO IPOCMOTPETH COACPKUMOE KaTaiora

Program Files, xatasora aBro3arpysku.

OcHOBHbIE aHTUBUPYCHbIE IIPOTPAMMBbI:
1. Norton Antivirus
Dr. Web

2

3. Kaspersky Antivirus
4. NOD 32
5
6

Mc Afee

Panda Antivirus



http://www.novirus.ru/?a=vendors&b=7
http://www.drweb.com/
http://www.kaspersky.ru/
http://www.novirus.ru/?a=vendors&b=4
http://www.mcafee.ru/
http://www.viruslab.ru/products/detail.1871.html

